
Gemalto presents the findings of its 
investigations into the alleged hacking of 
SIM card encryption keys by Britain's 
Government Communications Headquarters 
(GCHQ) and the U.S. National Security 
Agency (NSA)
 
The investigation into the intrusion methods described in the 
document and the sophisticated attacks that Gemalto detected 
in 2010 and 2011 give us reasonable grounds to believe that an 
operation by NSA and GCHQ probably happened 

The attacks against Gemalto only breached its office networks 
and could not have resulted in a massive theft of SIM 
encryption keys 

The operation aimed to intercept the encryption keys as they 
were exchanged between mobile operators and their suppliers 
globally. By 2010, Gemalto had already widely deployed a 
secure transfer system with its customers and only rare 
exceptions to this scheme could have led to theft   

In the case of an eventual key theft, the intelligence services 
would only be able to spy on communications on second 
generation 2G mobile networks. 3G and 4G networks are not 
vulnerable to this type of attack 

None of our other products were impacted by this attack  

The best counter-measures to these type of attacks are the 
systematic encryption of data when stored and in transit, the 
use of the latest SIM cards and customized algorithms for each 
operator  
 
Amsterdam, February 25, 2015 – Following the release of a report 
by a news website on February 19, 2015, Gemalto (Euronext 



NL0000400653 GTO), has conducted a thorough investigation, 
based in particular on two elements: the purported NSA and GCHQ 
documents which were made public by this website, and our 
internal monitoring tools and their past records of attempts of 
attacks.
 
All comments in this publication assume that the published 
documents are real and refer accurately to events that occurred 
during 2010 and 2011. Our publication here below does not aim at 
confirming partially or entirely nor at providing elements to refute 
partially or entirely the contents of those website published 
documents.
 
As a digital security company, people try to hack Gemalto on a 
regular basis. These intrusion attempts are more or less 
sophisticated and we are used to dealing with them. Most are not 
successful while only a few penetrate the outer level of our highly 
secure network architecture.
 
If we look back at the period covered by the documents from the 
NSA and GCHQ, we can confirm that we experienced many 
attacks. In particular, in 2010 and 2011, we detected two 
particularly sophisticated intrusions which could be related to the 
operation.
 
In June 2010, we noticed suspicious activity in one of our French 
sites where a third party was trying to spy on the office network. By 
office network we mean the one used by employees to 
communicate with each other and the outside world. Action was 
immediately taken to counter the threat.
 
In July 2010, a second incident was identified by our Security 
Team. This involved fake emails sent to one of our mobile operator 
customers spoofing legitimate Gemalto email addresses. The fake 
emails contained an attachment that could download malicious 
code. We immediately informed the customer and also notified the 
relevant authorities both of the incident itself and the type of 
malware used.
 



During the same period, we also detected several attempts to 
access the PCs of Gemalto employees who had regular contact 
with customers.  
 
At the time we were unable to identify the perpetrators but we now 
think that they could be related to the NSA and GCHQ operation. 
These intrusions only affected the outer parts of our networks – our 
office networks – which are in contact with the outside world. The 
SIM encryption keys and other customer data in general, are not 
stored on these networks. It is important to understand that our 
network architecture is designed like a cross between an onion and 
an orange; it has multiple layers and segments which help to cluster 
and isolate data.
 
While the intrusions described above were serious, sophisticated 
attacks, nothing was detected in other parts of our network. No 
breaches were found in the infrastructure running our SIM activity 
or in other parts of the secure network which manage our other 
products such as banking cards, ID cards or electronic passports. 
Each of these networks is isolated from one another and they are 
not connected to external networks. 
 
It is extremely difficult to remotely attack a large number of SIM 
cards on an individual basis. This fact, combined with the complex 
architecture of our networks explains why the intelligence services 
instead, chose to target the data as it was transmitted between 
suppliers and mobile operators as explained in the documents.
 
The risk of the data being intercepted as it was shared with our 
customers was greatly reduced with the generalization of highly 
secure exchange processes that we had put in place well before 
2010. The report indicates that attacks were targeted at mobile 
operators in Afghanistan, Yemen, India, Serbia, Iran, Iceland, 
Somalia, Pakistan and Tajikistan. It also states that when operators 
used secure data exchange methods the interception technique did 
not work. In particular it “…failed to produce results against 
Pakistani networks”. We can confirm that the transmission of data 
between Pakistani operators and Gemalto used the highly secure 
exchange process at that time. In 2010 though, these data 



transmission methods were not universally used and certain 
operators and suppliers had opted not to use them. In Gemalto’s 
case, the secure transfer system was standard practice and its non-
use would only occur in exceptional circumstances.
 
The analysis of the documents shows that the NSA and GCHQ 
targeted numerous parties beyond Gemalto. As the leader in the 
market, Gemalto may have been the target of choice for the 
intelligence services in order to reach the highest number of mobile 
phones. However, we can see in the document that many aspects 
do not relate to Gemalto, for example:  
 

• Gemalto has never sold SIM cards to four of the twelve 
operators listed in the documents, in particular to the Somali 
carrier where a reported 300,000 keys were stolen.

• A list claiming to represent the locations of our personalization 
centers shows SIM card personalization centers in Japan, 
Colombia and Italy. However, we did not operate 
personalization centers in these countries at the time.

• Table 2 indicates that only 2% of the exchanges of encryption 
keys (38/1719) came from SIM suppliers and states that the 
use of strong encryption methods by SIM suppliers means 
that the other groups (98%) are much more vulnerable to 
these types of attacks. 

 
In 2010-2011 most operators in the targeted countries were still 
using 2G networks. The security level of this second generation 
technology was initially developed in the 1980s and was already 
considered weak and outdated by 2010. If the 2G SIM card 
encryption keys were to be intercepted by the intelligence services, 
it would be technically possible for them to spy on communications 
when the SIM card was in use in a mobile phone. This is a known 
weakness of the old 2G technology and for many years we have 
recommended that operators deploy extra security mechanisms. 
However, even if the encryption keys were intercepted by the 
Intelligence services they would have been of limited use. This is 
because most 2G SIMs in service at that time in these countries 
were prepaid cards which have a very short life cycle, typically 



between 3 and 6 months. 
 
This known weakness in the original 2G standards was removed 
with the introduction of proprietary algorithms, which are still used 
as an extra level of security by major network operators. The 
security level was further increased with the arrival of 3G and 4G 
technologies which have additional encryption. If someone 
intercepted the encryption keys used in 3G or 4G SIMs they would 
not be able to connect to the networks and consequently would be 
unable to spy on communications. Therefore, 3G and 4G cards 
could not be affected by the described attack. However, though 
backward compatible with 2G, these newer products are not used 
everywhere around the world as they are a bit more expensive and 
sometimes operators base their purchasing decision on price 
alone. 
 
Digital security is not static. Today’s state of the art technologies 
lose their effectiveness over time as new research and increasing 
processing power make innovative attacks possible. All reputable 
security products must be re-designed and upgraded on a regular 
basis. SIM cards are no different and they have evolved over time. 
In particular, the technology was massively re-developed for 3G 
and 4G networks.  
 
Security is even higher for mobile operators who work with Gemalto 
to embed custom algorithms in their SIM cards. The variety and 
fragmentation of algorithmic technologies used by our customers 
increases the complexity and cost to deploy massive global 
surveillance systems. This is one of the reasons why we are 
opposed to alternative technologies which would limit operators’ 
ability to customize their security mechanisms. Such technology 
would make it much simpler to organize mass surveillance should 
the technology unfortunately be compromised or fail. 
 
Gemalto would like to reiterate its commitment to providing the best 
security levels for civilian applications. Our security products, 
infrastructure and processes are designed to ensure the highest 
degree of security in a global, open, and commercial environment. 
These are regularly audited and certified by third-party private and 



public organizations.  
 
Nevertheless, we are conscious that the most eminent state 
agencies, especially when they work together, have resources and 
legal support that go far beyond that of typical hackers and criminal 
organizations. And, we are concerned that they could be involved in 
such indiscriminate operations against private companies with no 
grounds for suspicion.  
 
In light of the recent events our main focus is our customers. Our 
teams have particularly appreciated the support that they have 
shown us in the past few days. These events inspire our people to 
work even closer with our customers and the industry to build even 
more sophisticated solutions to serve the needs of end users.  
 
In today’s world, any organization could be subject to a cyber-
attack. Therefore, it has never been more important to follow 
security best practices and adopt the most recent technologies. 
These include advanced data encryption, so that even if networks 
are breached, third parties cannot access any of the stolen 
information. 
 
Gemalto will continue to monitor its networks and improve its 
processes. We do not plan to communicate further on this matter 
unless a significant development occurs.   
 
About Gemalto
 
Gemalto (Euronext NL0000400653 GTO) is the world leader in 
digital security with 2013 annual revenues of €2.4 billion and more 
than 12,000 employees operating out of 85 offices and 25 research 
and software development centers, located in 44 countries. 
 
We are at the heart of the rapidly evolving digital society. Billions of 
people worldwide increasingly want the freedom to communicate, 
travel, shop, bank, entertain and work – anytime, everywhere – in 
ways that are enjoyable and safe. Gemalto delivers on their 
expanding needs for personal mobile services, payment security, 
authenticated cloud access, identity and privacy protection, 



eHealthcare and eGovernment efficiency, convenient ticketing and 
dependable machine-to-machine (M2M) applications. We develop 
secure embedded software and secure products which we design 
and personalize. Our platforms and services manage these 
products, the confidential data they contain and the trusted end-
user services made possible.
 
Our innovations enable our clients to offer trusted and convenient 
digital services to billions of individuals. Gemalto thrives with the 
growing number of people using its solutions to interact with the 
digital and wireless world.
 
F o r m o r e i n f o r m a t i o n v i s i t w w w . g e m a l t o . c o m , 
www.justaskgemalto.com, blog.gemalto.com, or follow @gemalto 
on Twitter.
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